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CyGen: Digital Education by Design: Aims
Co-design & co-research with children, 
teachers & parents:
• Map challenges & opportunities facing children & 

young people when they go online;
• Design an open access education programme  to 

support children’s safe use of the Internet;
• Evaluate the programme to ensure a user-centred, 

evidence-based system which supports young 
people’s online safety;

• Develop and disseminate a model of participatory 
design which can be used to support children in the 
design processes for educational and community-
based digital project;

• Develop open-access guidance to enable teachers 
to use the programme.



Children’s digital participation: Contexts 
• Young people face rising online risks including 

cyber bullying and access to inappropriate 
content (House of Lords, 2017)

• Digital environment offers underutilised 
opportunities for learning, creativity and social 
connectivity (Livingstone, 2014)

• Increased access to online content & social 
media creating new opportunities and new 
pressures (OFCOM, 2016; Holloway et al., 2013)

• Creation of social media profiles at younger 
ages (Ofcom, 2016) “0% of 3-4s, 3% of 5-7s, 23% 
of 8-11s and 72% of 12-15s have a profile … The 
biggest increase comes between ages 10 and 
11, when the number with a profile doubles 
from 21% to 43%, and there is another sharp 
increase between 12 and 13, from 50% to 74%.”

• Change in the way children go online –
increasingly on portable devices (phones & 
tablets) presents new chllanges for parents, & 
carers;

Ofcom, Children and parents media use and attitudes report (16 November 2016)



Challenges 

‘Children in the UK are 
among the most screen-
addicted in the world’Nearly half of parents report 

conflict & challenges in relation to 
their children’s use of the internet 
(OFCOM, 2016)



Digital participation: Opportunities 
‘Digital literacy [should] sit alongside 
reading, writing and mathematics as 
the fourth pillar of a child’s 
education; and that no child should 
leave school without a well-
rounded understanding of the 
digital world.’ (House of Lords, 2017) 
Growing up with the Internet 

‘Challenges relating to digital literacy 
at all levels of education must now be 
addressed if literacy levels across 
Europe are to be sufficient, let alone 
competitive. (Erstad and Amdam, 
2013 - EU High Level Literacy Group 
report)



Digital literacy 

‘the skills to use, create and critique 
digital technologies” and the 
knowledge “to critically understand 
the structures and syntax of the 
digital world, and to be confident in 
managing new social norm’
Digital skills and literacy are not only 
necessary for a child’s future career …. 
a child’s level of digital skills and 
confidence (are)  positively correlated 
to building online resilience…. Such 
skills underpin a child’s ability to 
navigate the online world’ 
House of Lords (2017) Growing up with 
the internet 



Addressing the challenges with children
• Online activities are increasingly embedded into children’s everyday lives –

at home, at school, at leisure (House of Lords, 2017; Livingstone,2014);
• Current approaches often have a narrow focus on e-bullying & e-safety  & 

are largely un-evaluated (Enable, 2015; Thomson. et. al., 2011);
• Parents & teachers struggle to keep up with developments in digital 

technologies (Zaman and Mifsud, 2017) 
• Children ‘unprepared’ for the transition to secondary school & social media 

‘tsunami’ (House of Lords, 2017; Children’s  Commissioner 2018)
• Children’s voices and experiences are missing in the design and delivery of 

e-safety;
• ‘Prevention’  works best when it starts with children’s knowledge and 

experiences (Chakravorty (2016 ) Key Principles of Effective Prevention 
Education, PHSE Association)

• Children’s rights to participate & be heard UNHCR, Article 12



What works in PHSE: building digital 
resilience through co-design
• ‘Developing digital resilience is a dynamic personality asset that grows 

from digital activation – engaging with appropriate opportunities 
& challenges online, rather than through avoidance & safety 
behaviors’  (UKCCIS Digital Resilience Working Group & Oxford Internet Institute, 
The Tavistock Clinic & Middlesex University, PHSE Association) 

• Importance of role play, group co-operation and small group 
discussion in PHSE (Herbert and Lohrmann, 2011);

• ‘the engagement of pupils…, in the design and development of 
(educational) programme(s), …is a characteristic of successful interventions 
(McWhirter, 2008; Kirby et al., 2007; Department for Education, 2015). 

• ‘Effective programmes attempt to include the target group in programme 
planning and implementation’ (Nation et al. 2003) 

• CyGen: Children as co-participants in the design and development & 
testing 



How have we listened to children?
What have the data told us so far?
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How have we listened to children?
• What is ‘Children’s Voice’?
• Some problems with ‘children’s voice’
• CyGen: How have we listened to children’s voices so far?
• Participatory research needs participants! 
• Respect in participatory research with children in school
• Participatory Design Features
• Co-produced Data Include…
• English Voices: key messages from the data so far

2016-1-UK01-KA203-024399
The European Commission support for the production of this publication does not constitute an endorsement of the contents which reflects the views only of the authors, and the Commission cannot be held responsible for any use which may be made of the information contained therein.



What is Children’s voice?
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• ‘Children’s voice’ as a concept (i.a. Kellett 2010; Lomax, 2012; Murray, 2017; 
Taylor and Robinson 2009)

• ‘Identity, agency and empowerment’ (Maybin, 2013: 383)

• Children’s voices (Bakhtin, 1963)
• Participation rights (OHCHR, 1989) 
• ‘Views of children that are actively heard and valued as substantive 

contributions to decisions affecting the children’s lives’ (Brooks and Murray, 
2016)
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Some problems with children’s ‘voice’
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In the UK:
• ‘Too often children’s voices are not heard or not heeded’ 

(Singer, 2014: 381; CRAE, 2014)
• ‘Children should be seen and not heard’ (Mirk c.1405)
• 1991: UK ratification of UNCRC (OHCHR 1989)
• Children’s voices and participation remain limited 

(CRAE 2014; Mayall 2006; Wrigley 2014)
• Tokenism (Whitty and Wisby 2007)

Yet…Nordic children are seen as active citizens 
(Dahlberg and Moss 2005)
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CyGen: How have we listened to 
children’s voices so far? 
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• CyGen: an evidence-based digital education package to promote 
children’s safe online participation in diverse European countries

• Evidence from children
• Authentic listening to children’s voices is challenging!
• Initial design: 60 children in Denmark - a Nordic context 
• Danish CyGen partners trained other partners
• CyGen: children and their advocates participate in co-production
• Each country team adapts to their context 
• Now for some experiences of co-producing with children in England...
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Participatory research needs 
participants! 
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√ Challenge 1: find children, parents and teachers to participate
√ The right school = relationships and knowledge
√ Relationship based on trust and shared values: headteachers are 

gatekeepers 
√ Knowledge of the school and its culture: high attainment + ‘fun, creativity 

and achievement’
√ The time was right

2016-1-UK01-KA203-024399



Respect in participatory research with 
children in school
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• Take nothing for granted 
• Say ‘Thank you!’
• One line of communication saves time and confusion 
• Minimise disruption: maintain children’s routine and well-being 
• Give children ownership and choices 
• Value each child’s contribution explicitly 
• Move beyond what appeals to adults 
• Move beyond tokenism: listen authentically to children’s voices (Whitty 

and Wisby 2007)
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Participatory Design Features
Roles for children included…
• Young People’s Panel 
• Design Team 
• Testing (Quality) Team
Roles for adults included…
• Teacher’s Focus Group
• Parents’ Focus Group 
• Team observations, photographs, videos 
Key Features…
• Taking turns and mascots 
• Group names
• Helping children to build rapport 
• Crossing geographical boundaries 
• Reliable technology 

2016-1-UK01-KA203-024399
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Co-produced Data include
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What have the (UK) data told us so 
far
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• Some children’s data
• Some parents’ data
• Some teachers’ data
• Testing the tool
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Some Children’s Data …

The European Commission support for the production of this publication does not constitute an endorsement of the contents which reflects the views only of the authors, and the Commission cannot be held responsible for any use which may be made of the information contained therein.

• How children get online: ‘IPads, there’s tablets, there’s phones, there’s smartphones, there’s 
laptops there’s PCs there’s teles, there’s thousands’

• Things children do online: Games (Roadblocks, Egg, FIFA) | You Tube videos | Bloggers (Dan 
TDM) | NPCs = non-player characters’

• Challenges children find online: Feeling uncomfortable | Websites being blocked | Telling 
others too much about you – ‘you should never take photos outside of your own house’ | 
Knowing who owns what |Parents can be annoying watching over you all the time

• Solutions from children to their online challenges: Ask parents if unsure | Use a toy for 
comfort: ‘I feel that (soft toy) being next to me is calming…when I’m playing online and stuff, I 
always have (soft toy) with me, because…if something kind of bad happens…he’s kind of 
there…my parents are always there as well, but I feel that (soft toy) being next to me is 
calming’| Parents do not need to be there all the time but they should check on you regularly 
| Use settings| Restricted use of wi-fi code| …my mum and dad would be like ‘what are you 
watching’ and I’ll be like ‘I’m watching this’ and then they’ll like check to see…, and then 
they’ll leave me because they know that (what) I’m telling them is right.
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Some Parents’ Data …
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• What do children use the internet for? Information ‘YouTube - how to tie a tie - and taught 
herself how to do that | ‘Oh mum I’ll just Google it’ Homework | Gaming | Making animations 
| YouTube (uploading their own videos) | Watching bloggers | Facetiming friends

• Challenges children encounter online: Peer pressure | Children sharing inappropriate 
information | Enabling access to unknown people or inappropriate content: ‘Once they have 
seen something, you can’t un-see it.’

• Parents talk to their children about online challenges / dangers: ‘I say to him, “I’m not saying 
this to squash your fun, I want you to do it, enjoy all the benefits that it has, but also there is a 
side that isn’t so good and you need to know to keep yourself safe”’.

• How parents respond: Restricting access | Communicating only with people the children 
know / certain media | Talking about the challenges / dangers ‘We say to her “look, just 
because somebody pops up and says they’re a 14 year old girl, that could be somebody like 
your grandpa… you have no idea’. 

• Location of devices: It isn’t possible to limit device use to certain rooms | Some parents try to 
monitor where devices are used or kept

2016-1-UK01-KA203-024399



Some Teachers’ Data …
• Hardware used for teaching: i-pads, computers, ICT suite, robots, Beebots, 

mobile phones
• Hardware used – not for teaching: ‘a lot of children have access to phones, i-

pads, and they have access to… Multiple devices’
• Software and Platforms used for teaching: Google Expeditions, U-Tube, Search 

engines, Apps, Skype, Twitter 
• Teachers’ online safety strategy: ‘We have visitors in as well don’t we? Talking about 

safety’
• Children’s knowledge and skills 1: ‘Do you mean like ask effective questions? If 

they’re trying to find something out and they researching… They’ll quite often go “I don’t 
know how to find that out’ and I’ll say ‘Well what sort of questions do you need to ask?” 
They become more concise with what they want to find out.’

• Children’s knowledge and skills 2: ‘They didn’t realise that if you just typed in a 
friend’s name, you could get someone who isn’t your friend who has the same name’… 
‘We talk about talking to people on line because there are children out there who play 
lots of things. We talk about WhatsApp and that sort of thing’



Outcomes: Children Testing the tool
MoSCoW Tool
Language: ‘Morse code’, / ‘Language button’
Different devices: ‘Controllers, instead of 
clicking on a computer’, ‘Restart button’
More characters: Give them dogs and cats’ , 
‘Characters chat to you when you are stuck’.
Rewards: ‘Rewards when level up (dress your 
character)’ 
Diversity: ‘Change the colour of the paint –
people (black)’, ‘Different characters for different 
genders’
Worries about personal information: ‘No e-
mail address’, ‘No profiles’



Lessons learned: children testing

• Technical Equipment
• Menu
• Stopping off points



Next steps
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